IN THE CLAIMS 

. On amended page 12, at line 1, cancel "New Patent Claims" and 
substitute -I CLAIM AS MY INVENTION-- therefor; 





Amend the following claims 1 through 3. 



5 1 . (Amended) A method [Method] for forming a first 

commutative checksum [(KP1)] for digital data comprising the steps of: 
[which are grouped into a number of data segments (Di, i = 1 .. n), bya 
computer, ] 

grouping said digital data into a ni^hber of data segments by a 
10 computer. 

forming [a) in which] a first se^fnent checksum [(PSi) is formed] for 
each said data segment [(Di)], 

forming said [b) in which th£] first commutative checksum [(KP1) is 
formed] by a commutative operation [(e)] on said [the] first segment 
15 checksums [(PSi)], and 

cryptographically protecting said [c) in which the] first commutative 
checksum [(KP1) is cryptographically protected] by using a [at least one] 
cryptographic operation. 

2. (Amende J) A method [Method] for checking a 
20 predetermined cryptographic commutative checksum comprising the steps of: 

[which is allocated to digital data which are grouped into a number of data 

segments, by a computer,] 

grouping digital data into a number of data segments by a computer, 
allocating feid predetermined cryptographic checksum to said digital 

25 data. 

subjecting said [a) in which the] cryptographic commutative checksum 



[is subjected] to an inverse cryptographic operatiom to form a first commutative 
[cryptographic] checksum [(KP1)], / 

forming [b) in which] a second segment checksum [(PSj) is formed] for 
each said data segment [(Dj, j = a z)], / 

forming [c) in which] a second commutative checksum [(KP2) is 
formed] by a commutative operation [(©)] on ysaid [the] second segment 
checksums [(PSj)], and / 

checking said [d) in which the] second commutative checksum [(KP2) 
is checked] for a match with said [the] firp commutative checksum [(KP1)]. 

3 . (Amended) A method [Method] for forming and checking a 
first commutative checksum [(KP1)] for digital data comprising the steps of: 
[which are grouped into a number ot data segments (Di, i = 1 .. n), by a 
computer,] / 

grouping said digital datayfnto a number of data segments by a 
computer. / 

forming [a) in which] a flirst segment checksum [(PSi) is formed] for 
each said data segment [(Di)]/ 

forming said [b)in wtlich the] first commutative checksum [(KP1) is 
formed] by a commutative operation [(©)] on said first [the] segment 
checksums [(PSi)], / 

cryptographically protecting said [c) in which the] first commutative 
checksum [(KP1) is crvptographically protected] by using at least one 
cryptographic operation, which forms a cryptographic commutative checksum 
[being formed], / 

subjecting said [d) in which the] cryptographic commutative checksum 
[(KP1) is subjected] to an inverse cryptographic operation to form a 
reconstructed first [reconstructed] cryptographic checksum [(KP1)], 

forming /[e) in which] a second segment checksum [(PSj) is formed] for 
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each said data segment [(D), j = a .. z)] of MidE*Ke] digital data to which said 
[the] first commutative checksum [(KPl)]>s allocated, 

forming [f) in which] a second Commutative checksum [(KP2) is 
formed] by a commutative operation [(©)] on said [the] second segment 
checksums [(PSj)], and 

checking said [g) in which the] second commutative checksum [(KP2) 
is checked] for a match wtfn said [the] reconstructed first [reconstructed] 
commutative checksum*(KPl). 
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therefor. 




aim 4 and substitute the following claims JH, and 2^ 
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^J2rt^ A method according to claim 1, fiirtKer comprising the step of: 
forming said first segment checksums in accordance with a type 
selected from the group consisting of a hashingyvalue, a CRC code, and a 
cryptographic one-way function. 

ZP 

A method according to clsfim 2, further comprising the step of: 
forming said second segment checksums in accordance with a type 
selected from the group consisting of a hashing value, a CRC code, and a 
cryptographic one-way function. 

A method according to claim 3 5 further comprising the step of: 
forming said first segment checksums and said second segment 
checksums in accordance with a type selected from the group consisting of a 
hashing value, a CRC code, and a cryptographic one-way function. 
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Cancel claims 5 and 6, and substitute the following claims.24, 25, and 
therefor. 

^rj^> -24T A method according to claim/1, wherein: 

said cryptographic operation is an^operation selected from the group 
5 consisting of a symmetric cryptograph method and an asymmetric 
cryptographic method. 

-25-. A method according to claim 2, wherein: 
said cryptographic operation is an operation selected from the group 
consisting of a symmetric crjjptographic method and an asymmetric 
cryptographic method. 
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-26*. A method according to claim 3 5 wherein: 

said cryptographic operation is an operation selected from the group, 
consisting of a symmetric cryptographic method and an asymmetric 
cryptographic method. 



Cancel claim 7 and substitute the following claims -27; 2%, and -2^ 
therefor. 
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Z^SrT A method according t<5 claim 1, wherein: 

said commutative operationyexhibits the property of associativity. 

23T A method according to claim 2, wherein: 
said commutative operation exhibits the property of associativity. 
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29. A method acco/ding to claim 3 5 wherein: 
said commutative operation exhibits the property of associativity. 
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Cancel 
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and substitute the following claims-36; 3+; and 3T 



A method according to claim 1, furthei^omprising the step of: 
protecting said digital data wherein said d^jfca segments have no ties to a 
specific ordering. 

-Hr A method according t*f claim 2, further comprising the step of: 
protecting said digital d^ta wherein said data segments have no ties to a 
specific ordering. 

3r2r. A method according to claim 3, further comprising the step of: 
10 protecting said digital data wherein said data segments have no ties to a 

specific ord^raig. 

Cancel claim 9 and substitute the following claims-35, 2rf, and 3-5" 
therefor. 

A method according to claim 1, fialfher comprising the steps of: 
1 5 protecting said digital data, and 

processing said digital data ii^a^cordance with a network management 
protocol. 

34: A metj*5d according to claim 2, further comprising the steps of: 
protectingisaid digital data, and 
20 pro^e&ing said digital data in accordance with a network management 

protocol 
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3%1 A method according to claim 3, furtherj 
protecting said digital data^ 
processings^id-tHgital data in accordance with a network management 



rising the steps of: 
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nd the following claims 10 through 12. 
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10. (Amended) An arrangement [Arratngement] for forming a 
first commutative checksum [(KP1)] for digital dat/a which are grouped into a 
number of data segments [(Di, i = 1 .. n)], said arrangement comprising: 

[by means of] an arithmetic and logic ujfit* [which is arranged in such a 
manner that] 

[a) ] a first segment checksu m, whictf [(PSi)] is formed for each said 
data segment [(Di)], 

[b) the first commutative checksum (KP1) is formed by] a commutative 
operation [(e)] which forms said first commutative checksum by operating on 
said [the] segment checksums [(Psi)V and 

[c) the first commutative checksum (KP1) is cryptographically 
protected by using at least one] aycryptographic operation which 
cryptographically protects said ffrst commutative checksum . 



1 1 . (Amended) / An arrangement [Arrangement] for checking a 
20 predetermined first conunutative checksum which is allocated to digital data 
which are grouped into a qftmber of data segments, said arrangement 
comprising; 

[by means of] an/arithmetic and logic unit^ [which is arranged in such a 
manner that] 

25 [a) the cryptographic commutative checksum is subjected to] an inverse 

cryptographic operation to form a first cryptographic checksum [(KP1)] from a 
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cryptographic commutative checksum formed by a crypto/graphic operation . 

[b) ] a second segment checksum [(Psj)] which i% formed for each said 
data segment [(Dj, j = a .. z)], / 

[c) a second commutative checksum (KP2) p formed by] a 
commutative operation [(e)] which operates on s&d [the] second segment 
checksums [(PSj)] which forms a second commutative checksum , and 

[d) ] a comparator which checks for a snatch between said [the] second 
commutative checksum [(KP2) is checked for a match with the] and said first 
commutative checksum [(KP1)]. / 

12. (Amended) An arrangement [Arrangement] for forming and 
checking a first commutative checksum [(KP1)] for digital data which is 
grouped into a number of data segments [(Di, i = 1 n)]. said arrangement 
comprising: / 

[by means of] an arithmetic and logic unit^ [which is arranged in such a 
manner that] / 

[a) ] a first segments checksum , which [(PSi)] is formed for each said 
data segment [(Di)], / 

[b) the first commutative checksum (KP1) is formed by] a commutative 
operation [(e)] whichr forms said first commutative checksum bv operating on 
said first [the] segment checksums [(Psi)], 

[c) the firsy commutative checksum (KP1) is cryptographically 
protected by using at least one] a cryptographic operation which 
crvptographicallV protects said first commutative checksum, [a cryptographic 
commutative checksum being formed,] 

a cryptogr aphic commutati ve checksum formed by said cryptographic 
operation, / 

[di the cryptographic commutative checksum is subjected to] an inverse 
cryptographic operation to form a first cryptographic checksum [(KP1)] from 
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said cryptographic commutative checksum 

[e) ] a second segment checksum [(PSj)] which is formed for each said 
data segment [(Dj, j = a .. z)] of sard [the] digital data to which said [the] first 
commutative checksum [(KPlYps allocated, 

[f) a second commutative checksum (KP2) is formed by] a 
commutative operation [(eO] which operates on said [the] second segment 
checksums [(Psj)] whichr forms a second commutative checksum , and 

[g) ] a comparator which checks for a match between said [the] second 
commutative checksum [(KP2) is checked for a match with the] and a 
reconstructed fiiist [reconstructed] commutative checksum [(KP1)]. 



Cancel 
therefor. 
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m 13 and substitute the following claims-^6, 3rf, and 3*" 
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■^6. An arrangement according to claim/ 10, wherein: 
said first segment checksums are formed An accordance with a type 
selected from the group consisting of a hashing value, a CRC code, and a 
cryptographic one-way function. 

3-7; An arrangement accordir^ to claim 1 1, wherein: 
said second segment checksun^ are both formed in accordance with a 

type selected from the group consistyfig of a hashing value, a CRC code, and a 

cryptographic one-way function. 

£87 An arrangement according to claim 12, wherein: 
said first segment checksums and said second segment checksums are 
both formed in accordance with a type selected from the group consisting of a 
hashing value, a CRC pode, and a cryptographic one-way function. 
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C37 , 
Cancel claims 14 and 15, and substitute the following claims 3^9; 40; ] 
d^H- therefor. 

3^: An arrangement according to claim IQf wherein: 
said cryptographic operation is an operatioivselected from the group 
consisting of a symmetric cryptographic method g/nd an asymmetric 
cryptographic method. 

it . 

AfiT An arrangement according/fo claim 1 1 wherein: 
said cryptographic operation is in operation selected from the group 
consisting of a symmetric cryptograjafnic method and an asymmetric 
cryptographic method. 

•31 

41. An arrangement according to claim 12 wherein: 
said cryptographic: operation is an operation selected from the group 

consisting of a symmejnc cryptographic method and an asymmetric 

cryptographic methc 
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Cancel claim 16 and substitute the following claims 42^ 43", and 44" / 



erefor. 

>42T An arrangement according io claim 1 0 wherein said 
commutative operation exhibits the property of associativity via the 
arrangement of said arithmetic and logic unit 

An arrangement according to claim 1 1 wherein said 
commutative operation exhibits/the property of associativity via the 
arrangement of said arithmetic and logic unit. 
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4< An arrangement accordinej^claim 12 wherein said 
commutative operation exhibits thepfoperty of associativity via the 
arrangement of said arithmetip^id logic unit. 

\ Cancel claim 17 and substitute the following claims 45-; 46, and 4T1 
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AT. An arrangement according to cl^im 10 wherein: 
said digital data are protected, and 
said data segments have no ties to a /pecific ordering. 

An arrangement according to claim 1 1 wherein: 
said digital data are protected, ^and 
said data segments have no y/es to a specific ordering. 

Arf. An arrangement according to claim 12 wherein: 

said digital data are protected, and 

said data segments huwe no ties to a specific ordering. 



r 

I therefor. 
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Cancel claim 1 8 and substitute the following claims 48", 49; and §■©" I 
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48'. An arrangement according^ claim 10 wherein: 
said digital data are protectecj/wa an arrangement of said arithmetic and 
logic unit, and 

said digital data ar^^jrocessed in accordance with a network 
management protocol, 



